IIpakTHyeckoe 3a1anue NJI PerHOHAJIBHOI0 3TANA BCEPOCCHIICKONA 0JIMMIINAIbI
IIKOJbHUKOB 110 TeXHOJa0ruu 2023 — 2024 y4yeOHBIN roj
Ipopuns «MupopmannoHHass 6e30IACHOCTDH
11 knacc

TemaTuku 3a1aHuil

B Type HE0oOXomuMO pemnTh Kak MOHO OoJiblie 3ananuii. Habopsl 3aiaHuii OpHEHTHP OBaHBI Ha
KOMIUJIEKCHYIO OLIEHKY HAaBBIKOB YYaCTHUKOB 3aKJIOYMTEIBHOTO Typa U  OXBaThIBAIOT
MIEPEYUCIIEHHBIE HUKE TEMBI:

1. PeBepc (aHanu3 UCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX POTPaMM )

2. Web (mouck ys3BUMOCTeH Web-TIpH10KeHHi)

3. Forensics (TOMCK ce10B UHIMIEHTOB WHPOPMAIIMOHHOI 0€30TIaCHOCTH)

4. Linux\Unix (HaBbIKH aIMHHHUCTPHUPOBAHUSI OMIEPAIIMOHHBIX CHCTEM )

5. AHanu3 Tpaduka

6. Cpenctra 3ammuTthl nHGopMmaruu (C31).
IIpumeyanus:

Onenka 3aganuii (kpome Tematuku C3W) mpou3BOAUTCS aBTOMATUYECKH MO (akTy
pa3MenieHusl yYaCTHUKOM B TOJie JUIsl BBOJIAa KOPPEKTHOTO (hjrara — CTPOKM OIpPENEICHHOTO BHAA
(mrabnon OyzmeT 03By4YeH Iepe]] HadalioM Typa), MOCTYNl K KOTOPOMY SIBJISIETCS MHAMKATOPOM
YCIEIIHOTO pelIeHHs 3aJaHusl.

Ouenka 3aganuii mo Ttematuke C3UM mpouw3BOaMTCS OpraHuM3aToOpaMyd Ha OCHOBAHUHU
MIPEIOCTABICHHBIX yYaCTHUKaMU (haitsioB.

MakcumanbHO BO3MOKHOE YHCII0 0aIOB 3a MPAKTHYECKUH Typ — 35 Gaios.

HNudpacTpykTypa yyacTHUKA
1. Ha IIK ygyacTHuKa 0IMMIIHAIbI IOJHKEH OTCYTCTBOBATh AOCTYH B ceTh “MHTepHeT”.
2. Ha IIK yuacTHMKa ycTaHOBJIeH runepausop VirtualBox!.
3. YuacTtHuKy mpenocraBisieTcssi oOpa3 BUPTYaJlbHON MallMHBI ¢ HEOOXOAMMBIM MPOrPAMMHBIM
obecrieueHreM 7S pelieHus 3aanuil. BupryanbHyro MaliMHy y4acTHUKA TpeOyeTcs 3alyCTUTh J0
Hayaja MpakTHYeCcKoro Typa.
4. Ha cepBepe opraHuzatopoB 3allyckaeTcs BUpTyaidbHas mamuHa c¢ [Inardopmoit ¢ 3amanusmuy,
KOTOpasl MCIOJIb3YeTCsl JUIsl pelleHHs BceX 3aJaHuid, KpoMe 3agaHuil mo pabore ¢ C3U.
Pazeepmuieanue Ilnamgpopmer ona kaxcoozo Kiacca npou3eo0umcs HenoCcpeocmeeHHo20
opzanuzamopamu He panee yem 3a 1 0enb 00 npoeedenus npakmuyeckozo mypa. BuptyaibHas

MalirHa C HnaT(bopMoﬁ TAKXC OOJIPKHA OBITh AOCTYyIIHA I10 JIOKAJIbHOM CETH C MaIlluH Y4aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Ans 3arpy3kd ydacTHHKaMu (ailyioB (CKpHHILIOTOB, CKPUINITOB, KOH(PUIYpallMOHHBIX (DaiiiioB u
T.1.), TOATBEPKAAIOIIMX BBIMONHEHHE 3amaHuii Tematuku C3U, opraHmszaTtopsl MpeaoCTaBsAT
MEXaHU3M WHAWBUIYAJIBHOW 3arpy3kd 3THX (ailyioB (MHIUBUAYaJIbHBIE MANKU C MEPCOHATBHBIM
JOCTYTIOM JUIsl KQX/10T0 YYaCTHHKA).

OO0uue TpeGoBanust
1. Jlo Hayanma mpakTHYECKOTO Typa HeobOxoaumo obecneuntsh noctyn ¢ [IK ydacTHHKOB K
[Tnardopme ¢ 3amanusmu, pa3BepHyToil Ha cepBepe. Ha skpanax [IK ydacTHHMKa MOJIKHBI OBITH
BBIBEJICHBI OKHA PETUCTPALIMU HA MIaTGOpMeE C 3aJaHUIMH.
2. Tlocne crapra NpPakTHUYECKOTO Typa, YYACTHUK JOJDKEH BBIMOJHATH 3a/aHUS IOJIHOCTHIO
CaMOCTOSITENIbHO. 3aaHus pacnoioxeHsl Ha [Inatgopme. [Iporpammublil HHCTpyMEHTapHid Ui UX
peleHus JOCTYIeH Ha BUPTyallbHBIX MamuHax Ha [1K ygacTHHKOB.
3. Ilo okOHUaHHHM pENICHUS 3aJaHUI YIaCTHUK OJIMMITHA Bl MOYKET IOKHHYTh ayIUTOPHIO.
4. Haiinennsle ¢naru (kpome 3ananuit C3U) BBoaarca Ha [Inmardgopme. KommyecTBo mombITOk

BBOJIa (hj1ara HEe OrpaHUYCHO. 3a OITMOOYHO BBEICHHBIN (ar OaJljIbl HE CHIDKAIOTCS.

Tectoseii CTFd BCOLL

Challenges

DopeH3uka

Pucynok 1 — npumepHsIii Bua 3xpanHoro uarepdeiica [lnardopmel ¢ 3aganusmu

ITopsinoxk mpoBeneHust
JUTUTENbHOCTh TPAKTHYECKOTO Typa (BBIMOJHEHUE NMPAKTUYECKUX 3aJaHui) Uil ydacTHHKOB 11
kiacca coctasiseT: 180 Munyt (6e3 ydera nepepbiBoB). B ciiyuae oOHapyXeHUs: HEUCTIPAaBHOCTH B
000pyZI0BaHNH, BO3HUKIIECH HE O BUHE YYAaCTHHKA, 110 PEHICHUIO HAaOMI01aTeNs JaHHbIH YYaCTHUK
MOeT nepececTh Ha pe3epBHbI I1K. Bpewms, 3arpaueHHOe Ha BBISBICHME M YCTPaHEHHE TaKOil

HCUCIIPAaBHOCTHU, KOMIICHCUPYCTCA.



Hlugp yuacmnuuxa

KapTa OLHCHKH YYACTHHKA PCIrHOHAJIBHOIO 3Tamna — 11 kaace

Ne TemaTuka 3aganus Kpurtepun ouenku Bcero Baxnbl no
3aaHus 0a/10B pakrty

1. Linux\Unix (misc) | ®akt pa3memieHuss y4aCTHUKOM B 1
TI0JI€ ISl BBOJIa KOPPEKTHOro (hiara

2. Linux\Unix (adm) [ ®akt pa3memeHus YY4acTHHKOM B 2
TI0JI€ JIJIsl BBOJIa KOPPEKTHOTO (hiara

3. Forensics @akT pa3MemeHus YYaCTHUKOM B 3
TI0JIe JUTS BBOJIa KOPPEKTHOTo (hiara

4. Web @akT pa3MenieHHsT YYACTHHKOM B 3
T0Jie IJIsl BBOJIa KOPPEKTHOTO (pyiara

5. Web @akT pa3MemeHus YYaCTHHKOM B 5
oJie IjIsl BBOJIa KOPPEKTHOro (hiara

6. Reverse @akT pa3MemeHus YYaCTHUKOM B 3
oJie JUTsl BBOJIa KOPPEKTHOro (hiara

7. Reverse @akT pasMeneHus1 YYaCTHUKOM B 5
T0JIe JUTS BBOJIa KOPPEKTHOTO (hiara

8. Reverse (pwn) @dakT pa3MelleHUs YYaCTHUKOM B 6
oJIe JUTA BBOJ]a KOPpEKTHOro (hara

9. C3n Kpurepun oOLEeHKH TIpUBENEHBI B 2
3a7aHUH

10. C3U + Anaim3 Kputepun oOLEHKH TpUBEACHHI B 5

Tpaduka 3aJlaHUU

z 35




3aganus

Linux\Unix (misc) - ¢emkxa Bo3MoKHOCTEI

OObIKHOBEHHBIN TUHEHKEp JII0OTHK HAaTKHYJCA Ha 6€3001THO BBITJISIBIBAIOILYIO U3 O/1yBaHUMKOB
¢nemky. "BECIIVIATHO" - moxyman JIFOTHK, HO 0Ka3aJI0Ch, YTO 3TO HE MPOCTO (hIeriKa, a meablid
OyNMBDKHUK U (PPOBBIX TaliH, OCTABICHHBIN HA MAMITh HEKUM 3araJIouHbIM 4apo/1eeM, KOTOPBIT
pEeLInI 3aMYTUTh TaKylO 3araJJOuHyI0 UTPY Ha Bbly>)KMBaHHE KJIH04a JI0CTyIa, YTO caM Obl B HEW He
CIPaBUJICS... TYT HE 000OMTHCH O€3 YEKAaHHON MOHETBHI.

[lenb paboOTHL: MOJy4EeHHUE JOCTYMA K (pary

Wtor paboThl: NOJYyYUTH AOCTYI JI0 (pyara

Kputepuii o1ieHKHU: MpeoCTaBIeHUE MPABUILHOTO (prara

PexomentyemMblie npeiycTaHoBIeHHbIe yTHIUTRL: bash, python

Linux\Unix (adm) - pam postexploiatation

Ha omnom u3 Be6 cepBepoB Kpemoctu Craporo Mopst 3aMeTHIIH TTOJA03PUTENIbHYI0 aKTHBHOCTh —
Termepb TaM OOHUTAIOT YyAOBHIIA... KTO-TO MOXET BXOAMTH B JIIOObIE AaKKAayHTBl - 4YTO K€
npon3onuio? s pemenus 3aaanus HaiauTe Gar B CKOMIIPOMEHTUPOBAHHON CUCTEME

[{enb paboThl: HcCCIeI0BaHUE AAMIIA CUCTEMBI

Htor paGoTel: HaliTH (j1ar B CKOMIIPOMETHPOBAHHON CHCTEME

Kputepuii onieHKU: IpeoCcTaBIeHIEe KOPPEKTHOTO iara

Pexomen tyeMble peiycTaHoBIeHHBIE yTHInThL: bash, python

Forensics - ransome lab incident

OuepenHOM 3aKa3... y HAllero KIMEHTa — KyIIa JHUIIb AyOJIuKaT 3a4apOoBaHHOW CUCTEMBI ... BCE
CBUTKU 3areMHeHbl MarmdeckuMm mmdpom... [IOMOI'UTE mue pacmm@poBaTh TaWHCTBEHHBIN
MepraMeHT ¢ pyHaMu Ha Ha paboueM cToJIe.

! !eJ'IL [Za6OTI>IZ HCCICAOBAHUEC JaMIla CUCTCMbI

HTor paGoThl: MOTyYUTH JOCTYI /10 (para (onpeaAeauTh JJOTUKY MU(pOBAIbIIMKA U ASIIHN(PpPOBaTh

Gaiin)

Kputepwuii onieHKH: MPpEeaAOCTaBICHUEC KOPPEKTHOT'O (I)nara.

Pexomentyemble npeiycraHoBiIeHHbIE YTHIUTBL: bash, python



CoxeTtnl B BeOe

Bbr oOyuaerecs Apetyse, (panat TpaHcmopta u He dro0ute npuioxenusa? [lpuaymanu kimaccHbIN
KOCTBUIb - JTydlliee U3 000X MUPOB!

[{enb pabOTBI: MCCIIEAOBAHKE JIOTHKH PaOOTHl Web-TTPHUIIOKEHHS U TIOJYyYeHUE JOCTYNA K (Iiary

Htor paGoThl: MOTYYUTH JOCTYI 10 duiara

Kpurepuii o1ileHKH: pe10CTaBICHUE KOPPEKTHOTO (hiara

Pexomen tyemMble mpeiycTaHOBICHHBIE YTUIHTBL: Burp Suite, python

Web - no oumo6kam Beaenyro

[Tocne Toro, kak I'epansT u3 PuBum ycnemHo nodeaun MOHCTpa, MOSIBUJIOCH HOBOE UCIBITAHUE —
B3JIOMaTh CHUCTEMY JPEBHUX MaroB, MOCTPOCHHYIO Ha CTPYKTYPHUPOBAHHOM XPAHWIHILE JAHHBIX,
I/ie IO HEKOTOPBIM MPEANOI0KEHUAM, XpaHUTCS BaxkHas uHpopmaius o [IpennaznaueHum.

Bama muccus 3akiirouaeTcs B TOM, YTOOBI MPOSKCITyaTUPOBATh MOTEHUUATIbHBIE YSA3BUMOCTH B
00x0J1e OrpaHUYeHH BBOJA JAHHBIX, KOTOPHIE MOTYT MO3BOJIUTh U3MEHATh CTPYKTYPY 3allPOCOB K
sTomy XpaHwiminy. [IoMHHTE, 4TO BEIpMaKy ITOJIE3HO HE TOJBKO 3HATh, KAK B3aUMOJECHCTBOBATh C
KUBBIMHM CYIIECTBAMHM, HO U KaK B3JIOMaTh CHUCTEMbl 0€3 HCHOJB30BaHUS TPaTUIIMOHHON sql-
WHBEKLINM.

[{enb pa®oTHI: HMCCIIEIOBAHUE JIOTUKU PA0O0THI Web-TIpHIIOKEHHUS ¥ TIOJTydeHHe J0CTyna K duiary

Htor paGoThI: MOJYYUTH JOCTYII A0 ¢iiara

Kputepuii onieHKU: IpeJ0CTaBICHIE KOPPEKTHOTO (hiara

PexomMeniyemble mpeaycTaHOBICHHBIC YTHANTRL: Burp Suite, python

Reverse - heap

Z[axce CUJIaMU CTYACHTOB akKaJIeMHUUu ApTy3a HE€ OCTAaHOBUTH I3TOT I/IMHOpTOSaMeH_[aIOH_II/Iﬁ BUXPb
Marvuu - 1nepecJa HaMu oqepez[Hoﬁ TECTOBBIN CTCHA, 3aJIUTBIA CUSHHUEM APTYMCHTOB. HpOBepI/IM XKE,
HACKOJIbKO 0€30MaCHO BCE B DTOT pas...

Bengsmak FepanLT, €Tro y4yCHHULa ]_II/IpI/I U CIIyTHHUILIA I/ICHHI/I(bep BHHUMATCJIbHO NU3Yy4YarOT Marn4cCKyro
KOHCTPYKIIHUIO. XaoTHUYHO MCpHaromue pyHbl Ha KaMEHHOM OaIHe Cpeau HE MPCABCHIAIOT HUYUCTO

Xopouiero. Ho nammMm reposm HE BHepBOﬁ CTaJIKUBATbCs C HCU3BCCTHOCTBIO U OITACHOCTBIO.

[Toaxirouenue K cepBUCy ocylecTBiseTcs yepes netcat: "'nc <IP> <PORT>" IP anpec u nopt
MOSIBJISIFOTCS TIOCIIE TIOJHATUE UHCTAHCA 3aJaHHUS.

ﬂem; [2a6OTLIZ HCCICIOBAHUEC JIOTUKHU pa6OTLI MporpaMmaI



Htor paGoThl: ONpeaeTuTh YI3BUMOCTb B HCXOAHOM KOJI€, ITOKCIUTYaTUPOBATh 3Ty YA3BHUMOCTD,
MOJIyYHTh JIOCTYII K (hrary

KpuTepuii OIEHKH: TIPEI0CTaBICHUE KOPPEKTHOTO (hiara

Pexomenjtyemble npeycranoBieHHbie yruauthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

[konbuuma-eapma u3 HoBurpama, Maprapura, oOHapyxwuia B "Bunorpagnom CooOmiectse"
CBUTOK C IIPOTpaMMO-3aKJINHaHUEM Ha 3aXBaT BJIAacTU. BeIBIINI Biajener CBUTKA UCYE3, I0ATOMY
eil mpuaercs pazoOpaThbcsi B ApEeBHEN MPOTPpaMMHON Maruu camocTositenbHo. K cuacTelo, 1mKoia B
Jlomuu yxxe 1aBHO 00y4aeT TAKUM HaBbIKaM.

[{enb paboThL: MCCIeA0BaHUE JOTUKU PA0OTHI TPOrpaMMbl
Htor paboThl: onpeAenuTh JOTUKY pabOThl MPOTrpaMMBbl, OJIYYUTh JOCTYII K ¢uiary

Kpurepuii o1ieHKH: MpeI0CTaBICHNE KOPPEKTHOTO durara

Pexomenyembie npeaycranoBiennbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - free me up

Tanuell kon it aktuBaimu BenbMmaunero 3Haka Wrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxenusiit ko aeiictBoBas ¢ 1060 mo 1127 rox, B snoxy Benukoro
Beapmaka. Opnako I'epanbt m Hupu pommnuce eme mozxe, B 1290 romy, m 3TOT KOI, K
COKaJICHHIO, JUIsl HUX He moaxoaut. [lomorute Hammm benomy Bonky m Jlactouke packpbITh
CEKPETHYIO TOCJIEIOBATEILHOCTh M aKTHBUPOBAaTh 3HAK WMrHuU, 4TOOBI CracTH MUpP, M3yBEUCHHBIN
BoliHOM ¢ Hunbdraapaom.

[TonknroueHue K cepBucCy ocyliecTBigeTcs yepe3 netcat: "'nc <[P> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS TIOCJIE TIOJHATHE UHCTaHCA 3a/IaHusl.

! !eJ'IL |28.60TBIZ HCCICOOBAHUC JIOTHKH pa6OTBI IIporpaMmbl

Htor paGoThl: ONpeaenuTh yA3BUMOCTb B UCXOTHOM KOJI€, MOAKCILTyaTUPOBATh ATy YA3BUMOCTb,
MOJIyYHTh JIOCTYII K (haary

Kpurepuii o1IeHKH: TpeJocTaBIeHUue KOPPEKTHOTO (para

Pexomenyemble mpeaycraHoBiaennsie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MH - just nginx

I'epanbt u3 PuBnu nosyuaer HoBoe 3aganue. CereBoil neMoH NGINX ya3sum ans Cui 3n1a, Hy»KHO
€ro MpoaHaTU3UPOBATh U UCIIPABUTh YA3BUMOCTH B KOH(uUre. DTOT 3aKka3 norpedyet ot Benpmaka
3HaHUH B KOJUHTE. ..TIOMOTUTE [ 'epaibTy BBIOJIHUTD MUCCHIO.

[{enb pabOTHI: ONIpEETICHUE M UCIIPABIICHUE YA3BUMOCTH B KOH(PUTypauu nginx

Htor paboThi:
3arpy3ure B npefocTaBieHHbIe (GopMbl 2 ¢aiina:

1. TeKCTOBBIN (ailsl ¢ ONMCaHUuEM YSI3BUMOCTHU
2. ¥cTpaBJiIeHHbIA KOH(MUTYPALlMOHHBINA (aiin

Kpurepuu oneHku:

» KoppekTHo omnpenienena ysi3BUMocTh - 1 Gann

* KoppekTHo ucnpaBieH KOH(UTypallMOHHBIN ¢aiin - 2 6ania

* HE xoppexTHO onpeneneHa ysa3BUMOCTh - MUHYC 1 6arn

* OTCcyTCTBYET ONMCaHKe ySI3BUMOCTH - MUHYC 0.5 Oanna

Anasm3 Tpaduka

Ha Ckesure mpoH30II0 YTO-TO CTPANIHOE, OJHAKO BCE UTO OCTANoch MeHHH(p3p U MBIIOBYpY
IUIL TPOBEEHMs AKCIepTHU3bl - 3amuch Tpaduka. [lomorure waponeiike W Apyuay NpoOBECTH
paccienoBaHue 1a0bl MPEIOTBPATUTh NOJOOHBIE HHIIMICHTHI B OyaymeM. i 3Toro: onpenenure
IP-anpec arakyromiero, onpeaenuTe TUIM aTakd, cO3JaiTe mpaBuia iptables st mpegoTBpameHus
AHHOU aTakKH.

Pemenne pasmectuTe B cETEBOM Mamke, mpoayonupyiTe Ha paboueM ctolie Bamielr BUpTyanbHOM
MalIuHbl YYaCTHHKA.

BAXHO: IP-agpec arakymomero - HWHAMKATOD DpeELlIeHus 3aJaHus, paboThl  YYACTHUKOB,
HEKOPPEKTHO \ HE ONPENENIUBIINX €T0 - HE MOJUICKAT JaJbHENIIEeN mpoBepke!

Ienpro paboOTHI SABISETCS LEMOYKH TMpaBui iptables st OJOKMPOBKM aTakd, MPEACTABICHHOW B
UCCIieyeMoH 3anmucu Tpaduka.

[Tpu sTOM TpebGoBaHus K mpaBuily iptables:

1. B xauecTBe Ha3BaHMS ENOYKU MPABUI - YKAKUTE MPEANOIAracMblii BUJ aTaKH

2. YKaxuTe npefenbHOe YUCIO MAaKeTOB B €IMHUILY BPEMEHHU (MIaKeThl OYAYyT MPOXOAUTH MPABHIIO
TOJIBKO TIOCTIE TIPEBBIIIICHUS OTPAHUUYEHUS) PaBHBIM | B CEKYHIY

3. YkaxxuTe MaKCUMalbHOE 3HAYCHHE CUETYHKA MTAKETOB, MPH KOTOPOM CpabdaThIBa€T OrpaHUYCHHE
paBHbIM |

YcnoBue Ha IONOJIHUTENbHbIE OAJIIBI:
* ganumute shell-ckpunr (.sh) st 6;110KUpOBKY aTaku - 2 6aia




Htor paboThi:
1. Cnansblii B TecToBYyIO cuctemy [P -aapec arakyromiero

2. TekcTOBBIH (hailsl ¢ HAMMCAHHOM LENOYKOW TPaBHII
3. shell-ckpunT moarpyxatomuii mpaBuia

Kpurepuu o1ieHKH:

» KoppexrHo onpenenen [P-aapec arakyromiero - 1 6ain

» KoppektHo onpenenen Bun ataku - 1 6amna

* Co3nano npaBuJio iptables st 010KUpOBKH aTaku - 2 6amia

* 3a KaXJ10€ OTCYTCTBYIOIIee TpeOOBaHUE - MUHYC | Oasin

* BrimonHeHo gotm. ycnmoBue (.sh CKpUnT nmoArpyxaromuii mpasuia) - 2 6amia



